e Lire oavmg rorce

. for a safer Singapor

FSM Seminar 2024 -
The Infernet of Things Roadmap

George Wu

Fire Certification Inspection Officer
Fire Safety Department

Singagore Civil Defence Force A”

1/21



1. What is the Internet of Things (IoT)? 4. Challenges and Considerations

2. loT Applications in Fire Safety
Management

e Common Smart Sensors and Devices

e Other Smart Sensors and Devices Being Trialed

loT Ecosystem

3. Case Study

Case Study 1 - SCDF HQ Building

Case Study 2 - Commercial Building (Events and
Exhibitions)

Case Study 3 - Industrial Building (Critical Infrastructure
and Protected Installations)

5. loT RoadMap

Background
loT Roadmap for Fire Safety
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WHAT IS THE INTERNET OF THINGS (IOT)?

nternet of things

SENSOR
101
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COMMON SMART SENSORS AND DEVICES

5V Bu;
Water Pump 12v

Flame Sensor ‘

SMOKE DETECTORS
FIRE SUPRESSION

Relay Sv

\ ASPIRATION SMOKE DETECTORS

o ¢
SMOKE DENSE SMOKE

FIRF PROGRESSIC
Smoke Detectors Heat Sensors Gas Detectors Sprinkler Systems Occupancy Sensors

S
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OTHER SMART SENSORS AND DEVICES INSTALLED

Fire Extinguisher Exit Sign Emergency Light Fire Pump System Fully Integrated Cloud-
Based loT Fire Safety
System

"
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loT loT loT
Sensor Sensor

Sensor

“THE KEY TO FIRE SAFETY IS
PREVENTION, AND IOT IS THE

TOOL THAT CAN MAKE IT A
REALITY.”

CASE STUDY 1 - SCDF HQ BUILDING

Leading digital transformation efforts and foster a workforce that
is both digitally prepared and innovation-oriented.

loT
Sensor



CASE STUDY 2 - COMMERCIAL
BUILDING (EVENTS AND EXIBITIONS)

In the commercial space, several buildings have conducted trials to
study how loT sensor technology helps with achieving operational
efficiency for their facilities management team.

CASE STUDY 3 - INDUSTRIAL BUILDING
(CRITICAL INFRASTRUCTURE AND
PROTECTED INSTALLATIONS)

‘paT

. . - . oo B Kngysper
A number of industrial buildings are leveraging loT sensors as = b [ bizomes

enablers to enhance fire safety management by providing real- Y

time monitoring of fire protection equipment, early detection of
fire hazards, and automated responses.




CHALLENGES AND CONSIDERATIONS

e Data Security and Privacy e Cost Considerations

Concerns
e Regulatory Compliance

e [ntegration Challenges

e Interoperability Issues




DATA SECURITY AND
PRIVACY CONCERNS
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INTEGRATION
CHALLENGES

e Technological Solutions

e Data Integration and
W EREGEE ]

e Security and Compliance



INTEROPERABILITY
ISSUES

e Standardization and
Interoperability

e Middleware Solutions

e Security and Privacy




COST CONSIDERATIONS

e Government Grants and

Subsidies

1. Productivity Solutions Grant (PSG)
for the Built Environment by IMDA
and ESG

2. SMEs Go Digital programme by
IMDA

¢ [ncentivising Fire
Certification Renewal
(In progress)
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Requurements ';_,;'

parency

Regulations

Standards

REGULATORY
COMPLIANCE






DIGITAL ROADMAP

This digital roadmap serves as a guide for you to follow on your digital journey.

STAGE 01 STAGE 02 STAGE 03

GETTING READY FOR THE GROWING IN THE LEAPING
DIGITAL ECONOMY DIGITAL ECONOMY AHEAD
Uplifted Digital Capabilities, Integrated Ecosystem, Intelligent Business, I N D U ST RY T RAN S FO RMAT I O N MAP
Optimised Operations Streamlined Processes Autonomous Operations
gy Immersive QT},;] Deiivers/ ;‘% ey The Construction and Facilities Management Sector is
e ” Visualisation and E= a es - Verification . . .
Analysis &=  Management = crucial to Singapore's economy, creating safe,
Building Information

1 Modelling sustainable, and modern environments for living,
(BIM)-to-Field

Py 'Lj’ E':'E:'g;‘m' @Q (AD)-driven. working, and leisure, thereby enhancing the quality of life

Decision Support

Data and Artificial

. ordination Tools
.%"@:. :,'::'ﬁg‘;g:"m“" et e for Singaporeans
: Digital Wearables inPQs :.n:tei:l:‘g;nl . .
ﬁ. sl pwidhiciaia R | o i ; Productivty and Source: Construction Industry Transformation Map (ITM)
‘E‘ :;l.’:;w)t-to-work b i.‘p:;iof;?tion
=
& Egé‘,:i,&mm 'F@—g EE:;,::EE:';:M ﬁ &Eg&‘ﬁﬁ% Infocomm Development Media Authority, Building and
B ety — o Rule-based and Facilities Construction Authority (BCA), Singapore Department of
Mebitie Imipection, Digital Signage) — «» Model Checker Management
E;m Quantity Surveying Statistics 2018
= o Integrated and
a—— px Smart Worksite
a&' ﬂ::gae::ent &: :;;i::t?:: .

BUSINESS CAPABILITIES
Accounting Management, Human Resource Management, Customer Relationship Management,

Sales Management, Inventory Management, Fleet Management and Cybersecurity

Note: This roadmap will be updated over time as digitalisation of the industry progresses and new technologies are introduced @ 'I 7 2 ]
to the industry.



|IOT ROADMAP FOR FIRE PROTECTION / SAFETY MANAGEMENT

Near-Term (1 - 2 years) ' Mid-Term (3 - 5 years) ‘ Long- Term (6 to 8 years) ‘
e Mostly localised sensing and e Centralised platform that can e Predictive maintenance &
capture of individual fire safety retrieve sensing and data from Intelligent Trend Analysis
systems via main fire alarm panel fire alarm panel e Performance and portfolio
e Fragmented distribution of critical e Trigger automated alerts to all benchmarking and comparison
information and alerts are primitive stakeholders for relevant e Remote inspection for
and localized follow up licensing and fire certification
e Non-scalable, proprietary loT e Plug & play scalable loT
solutions (lack of interoperability) solutions requiring little to no
hard wiring
e E.g.loT sensor for FE, exit
signs, fire pumps, engineered
‘ smoke control system etc. ‘ ‘

"
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THE DESIRED FUTURE OF IOT IN FIRE SAFETY

Predictive Maintenance of Fire Alarm and Detection Systems
e.g. pump operational health indicating decrease in pump performance

Remote inspections, intelligent data analysis and submission for
regulatory certifications

e.g. system linked to SCDF and future inspections can be
conducted remotely and certificate applications can be automated.

Enhanced Emergency Response Coordination and Smart

Evacuation
e.g. smart exit signs; real-time occupant geo-location etc.
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TIMELINE FOR IOT DEVELOPMENT IN FIRE SAFETY

® 2024

- Review of SS563 to
include electronic
monitoring for emergency

® 2022 lighting and power supply e 2027
_ Amendment of SS578 to - FSM Seminar: loT Review of relevant SS (i.e.
. . . Roadmap for Fire Safety SS575) to include
include inspection by . o
means of electronic - Expand PoC for loT -based electronic monitoring for
monitoring of fire integration to other public hydrants and rising mains
. extinguisher ~ buildings . _

2023

- Proof-of-concept (PoC)
for integration of loT
sensors with fire
extinguishers, exit signs
and emergency lights

- FSM Seminar: Utilising

loT to complement FSM
Duties

® 2025 to 2026

- Joint development and PoC with various
stakeholders such as SCDF, HTX, HDB and
relevant vendors of loT-based remote
monitoring systems for rising mains,
engineered smoke control systems with
remote activation and real-time status
monitoring including non-proprietary, SS 695
compliant cloud platform to aggregate all

sensor data ......-.
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Thank You
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